
Combining Transitive Trust and Negative Opinions for
better Reputation Management in Social Networks

Debora Donato1 Stefano Leonardi2 Mario Paniccia2

1Yahoo! Research Barcelona, Spain 2University of Rome, La Sapienza

ABSTRACT
Reputation management is a crucial task in Peer-to-Peer
networks, social networks and other decentralized dis-
tributed systems. In this work we investigate the role
of users’ negative opinions in order to devise fully de-
centralized reputation management mechanisms. Our
study is motivated by the limitations of methods pro-
posed in literature that are based on the idea of propa-
gating positive opinions, most notably EigenTrust [9], a
cornerstone method for reputation management in de-
centralized systems. EigenTrust makes use of a transi-
tive definition of trust: a peer tends to trust those peers
who have a high reputation in the opinion of trustworthy
peers. While EigenTrust has been shown to be effective
against a number of threat attacks from coalitions of
malicious players, it does not address properly more so-
phisticated threat attacks.

In this paper we propose a new approach to the design
of fully decentralized reputation mechanisms that com-
bine negative and positive opinions expressed by peers to
reach a global consensus on trust and distrust values for
each peer of the network. We show how these strategies
outperform EigenTrust in terms of number of successful
transactions against a large set of sophisticated threat
attacks posed by coalitions of malicious peers. We also
discuss a clustering method that achieves detecting most
of the malicious peers with high precision.

Categories and Subject Descriptors
H.4 [Information Systems Applications]: Miscella-
neous; H.3.3 [Information Storage and Retrieval]:
Information Search and Retrieval; H.3.4 [Information
Storage and Retrieval]: [Systems and Software - Dis-
tributed Systems]
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1. INTRODUCTION
Decentralized environments, such as social networks

and peer-to-peer networks, are increasingly spreading
over the Internet as premium media for sharing links,
data and services. The main drawback of these systems
is the lack of a reliable authority certifying the quality
of the information and services provided by individual
users. However, millions of users are looking forward to
principled design guidelines that make social networks
accomplish new and more sophisticated tasks like spam
resilience. The answer to this question will deeply affect
the degree of deployment and the direction of develop-
ment of these technologies in the near future.

A reputation system is meant to“assist agents in choos-
ing a reliable peer to transact with when one or more
have offered the agent a service or resource”[10]. A repu-
tation system in a fully decentralized environment must
possess the ability to collect and aggregate the opinions
of the users on the quality of the resources and services
received by other users. However, when addressing the
issues of trust and reputation in fully decentralized en-
vironments, it should be assumed that individuals and
coalitions may coordinate to provide untruthful infor-
mation in order to gain some undeserved reputation or
simply to disrupt the system. Any mechanism that is
run by autonomous untrusted agents must be shown to
have essential characteristics like reliability, efficiency,
security and robustness against sophisticated attacks or-
chestrated by malicious peers [10].

Building a reputation mechanism with these require-
ments is a very challenging task that deserves to be ex-
plored since we expect a high impact of this line of re-
search to social network applications that rely on users’
feedback to rank users, information and services. As an
example, question answer games deeply rely on users
rating answers, questions and experts. Social media
sites, like news social aggregators and question-answering
portals, allow users to submit their own contents, in the
form of links, questions, answers, votes. This kind of



systems do not rely on the opinion of a few editors, but
aggregate opinions of thousands of them users to de-
cide which news deserves to be promoted, which is the
best answer to a question, or which questions are more
interesting. Social filtering is an effective information
filtering approach and great benefits could be obtained
by providing these sites with reputation systems able to
identify users that behave in order to defeat the rules
that govern such systems.

We develop our methods by considering information
sharing on a social network as a benchmark applica-
tion.We test the reputation system against sophisticated
and coordinated attacks orchestrated by a number of
malicious peers providing wrong or manipulated infor-
mation, e.g. corrupted files, and untruthful feedback on
the reputation of other peers. The goal is to allow a
quick retrieval of the trust ratings of peers, and above
all, to update the trust ratings after the feedback of
users on the received information is collected. Our ob-
jective is to develop a system able to detect most of the
malicious peers with high precision. Low precision is
unacceptable since it might prevent honest peers rated
as malicious from providing any content to other peers.

The final goal of the reputation system is to suggest

trusted entities in the system to transact with. This

is obtained by maintaining in a decentralized fashion a

TrustRank for every candidate peer. The computation of

the TrustRank is based on the social network defined by

the set of trusted relationships establlished so far. The

objective is to minimize the number of transactions per-

formed with malicious peers.

Our contribution: Our work depart from EigenTrust,
a reputation algorithm proposed in [9] for fully decen-
tralized systems and from a number of methods recently
developed for detection and demotion of Web spam:
Truncated PageRank [3], Bit Propagation [4] and Bad-
Rank [1]. In this work we present a number of novel
approaches to integrate negative opinion metrics with
the notion of transitive trust:

• We show how several methods of aggregation of
negative opinions, Badness, Positive Dishonesty

and Negative Dishonesty, can be jointly combined
with EigenTrust in one single reputation algorithm.

• Our approach is shown very effective in reducing
the number of inauthentic downloads from mali-
cious peers. The evaluation is experimentally per-
formed by simulating a large number of threat at-
tacks from coalitions of malicious peers. Some of
the attacks are introduced in this work; others,
including those not properly addressed by Eigen-
Trust, were already presented in literature [9, 6].

• We address for the first time the issue of detecting
malicious peers. We show a clustering method able
to detect most of the malicious peers with high
precision.

All our algorithms converge, are scalable and imple-
mentable in distributed and secure manner using stan-
dard techniques as those presented in [9].

The rest of the document is organized as follows. Sec-
tion 2 describes previous work on reputation manage-
ment in decentralized systems. In Section 3 we briefly re-
call the EigenTrust algorithm and we present the perfor-
mance metrics we evaluate. In Section 4, we introduce
our novel taxonomy of threat attacks from malicious
coalitions. In Section 5 we present the metrics obtained
by aggregating negative opinions. In Section 6, we de-
scribe the algorithms obtained by combining transitive
trust with negative opinions and the rules of selection of
the transacting peers. In Section 7 the simulation frame-
work is described. In Section 8 the proposed strategies
are experimentally evaluated against the threat attacks
of our taxonomy. Finally, Section 9 presents conclusions
and discusses future work.

2. RELATED WORK
EigenTrust [9] is an algorithm that shows how to ag-

gregate the local trust assessments of all peers in the
network in an efficient, distributed manner. The adap-
tation of several metrics originally developed for detect-
ing Web spam [4, 1, 3] to the context of trust manage-
ment in fully decentralized networks has preliminarly
been explored in [6]. The combination of EigenTrust
with badness has been shown more effective than Eigen-
Trust on some attacks from malicious coalitions intro-
duced in [9]. In [7] it is proposed to propagate negative
opinions through trusted and untrusted peers. This so-
lution cannot be adapted to reputation mechanisms in
P2P networks since it relies on negative trust assess-
ments reported by untrustworthy peers.

In [2] several issues related to practical aspects of
keeping peers honest in EigenTrust are presented. In
[14] it is proposed a novel algorithm, PeerTrust, that
combine several parameters such as feedback from peers
and credibility of the feedback source into a general trust
metric. More recently, in [15], a novel protocol called
SybilGuard for limiting the corruptive influences of sybil
attacks is based on detecting small cuts in the graph of
trust relationships between peers.

A different approach [13] enables every peer to com-
pute a personalized, rather than global, trust rank of
peers. The personalized rank of peer a conferred by
peer b is computed by comparing the observations made
in the past on the performance of other peers. A re-
lated approach aimed to incorporate the notion of trust
into distributed ranking of Web pages, has also been
used in recent works, specifically the concept of trust-
worthy peer in the meeting selection step of the JXP
algorithm [11]. Observe that a more global approach
is needed if the reputation system needs to be resilient
against the local activity of a set of malicious peers.An
excellent taxonomy of concepts in P2P reputation and
trust management is given in [10].

3. PRELIMINARIES
EigenTrust. In our model, peers rate each other af-
ter each transaction. Each time peer i downloads a
file from peer j, it may rate the transaction as positive
(tr(i, j) = 1) or negative (tr(i, j) = −1). We define a
local trust value sij as the sum of the ratings of the trans-



actions that peer i has had with peer j : sij =
P

trij .
Equivalently, each peer i can record the number of sat-
isfactory transactions it has had with peer j, sat(i, j)
and the number of unsatisfactory transactions it has had
with peer j , unsat(i, j). Then, sij is defined:

sij = sat(i, j) − unsat(i, j).

Local trust values must be normalized to avoid arbitrar-
ily high assignments from malicious peers. The normal-
ized local trust value cij is defined as follows:

cij =
max(sij, 0)

P

j
max(sij, 0)

.

This ensures that all values are between 0 and 1.
A natural way to aggregate the normalized local trust

values in a distributed environment is for peer i to ask
its acquaintances for their opinions about other peers,
and weight such opinions by the trust peer i places in
them:

tik =
X

j

cijcjk

where tik represents the trust that peer i places in peer
k based on asking his friends. We can express this in
matrix notation: if we define C to be the matrix [cij ] of
local trust values and ti to be the vector containing the
values tik, then (ti = CT ci), with

P

j
tij = 1 as desired.

We then ask the friends of the friends, therefore defining
(t = (CT )nci), after a large number n of iterations. Un-
der the assumptions that C is irreducible and aperiodic,
the vector ti will converge to the left principal eigenvec-
tor of C, i.e., the vector T of global trust values.
An important role for the convergence of the algorithm
is played by the so called pre-trusted peers, that is, peers
that are known to be trustworthy like the designers of
the network. Their presence ensures the convergence of
the algorithms. A number of practical issues concerning
the computation in a distributed and secure manner of
the global EigenTrust vector are discussed in [9]. Similar
ideas apply to the algorithms proposed in this work.

Performance metrics. The metrics we use to assess
the performances of the P2P system are based on the
number of inauthentic file downloads versus the number
of authentic file downloads: if the computed global trust
values accurately reflected each peer’s actual behavior,
the number of inauthentic file downloads should be min-
imized. This goal is obtained by designing methods that
are able to discriminate between malicious and honest
peers. Honest peers will be preferred to malicious peers
when deciding which peer, within a given set of peers, to
download from. We define by true positives the percent-
age of malicious peers that are penalized by the method.
On the other hand we aim to high precision, i.e., we need
to avoid penalizing honest peers in some cases accumu-
lating a negative reputation score. For this reason, we
also measure false positives, i.e., the percentage of hon-
est peers that are penalized by the method. We ideally
aim at achieving 100% of true positives and 0% false
positives.

4. THREAT MODELS
Malicious peers can operate in different ways in order

to subvert the system and gain high global trust. In [9]
several possible threat models are presented. Additional
threat models are also introduced in [6]. We propose a
taxonomy of threat models that subsume and extend all
previous proposals. The first three threat models are
equivalent to models A, B and D of [9]:

Threat Model A Malicious peers always provide
inauthentic files. Moreover, they report positive opin-
ions on any other malicious peer they meet. This is
done for malicious peer i by setting the local trust value
sij = inauth(j)−auth(j) for any other malicious peer j

that i meets. In this way malicious peers positively as-
sess inauthentic file downloads instead of authentic ones.

Threat Model B Malicious peers always upload in-
authentic files and collude within a M of peers in the
network. Each peer in M assigns positive local trust
values only to another single maliciuos peer in the coali-
tion.

Threat Model D Malicious peers are of two different
types: part of them acts exactly as in threat model B,
the others, called malicious spies, answer 0.05% of the
most popular queries always uploading authentic files
but they assign positive local trust values only to peers
of type B. In this way, the spies gain high global trust
value that are able to somehow transfer to malicious
peers.

While EigenTrust successfully addresses threat mod-
els A and B, it performs poorly on the more sophisti-
cated threat model D [9].

Malicious peers can also implement more sophisticated
individual and combined attacks with the goal of wors-
ening the ability of the algorithm to detect malicious
peers. These attacks are obtained by extending attacks
A, B and D with a combination of the following threat
features:

Threat Feature α. This feature is called Camouflag-

ing behind transactions. Malicious peers do not always
upload inauthentic files. They do it in the f% of the
cases.

Threat model C defined in [9] corresponds to threat
model B with feature α. It is reported in [9] that Eigen-
trust performs on threat model C better than on threat
model D, but worse than it does on threat models A and
B.

Threat Feature β. This feature is called Camouflag-

ing behind positive judgements. Malicious peers assign
positive local trust value also to good peers. They do it
in the g% of the cases.

Threat model G defined in [6] corresponds to threat
model D with feature β, whereas model H, also defined
in [6], is obtained by adding feature α to threat model
G.

Threat Feature γ. This feature is called Camouflag-

ing behind negative judgements. Malicious peers assign
negative local trust also to malicious peers. They do it
in the h% of the cases. This feature defines a new type
of attack never addressed before.

In [9] threat models E and F are also defined but not
addressed by EigenTrust. We should also not assume



honest peers always reporting authentic files. In our
simulations honest peers supply corrupted files in 2% of
the cases.

5. NEGATIVE OPINION METRICS
To overcome the limitations of EigenTrust, we inte-

grate in the reputation mechanism a new class of metrics
that aggregate the negative opinions expressed by peers:
Badness, Positive Dishonesty and Negative Dishonesty.

5.1 Badness
Badness is meant to identify those peers that report

inauthentic files. Exploiting the fact that each peer is
prone to trust the opinions of peers that have already
built a positive reputation, we can say that if i trusts j
and j distrusts k, then i should regard k as untrustwor-
thy as well. Following the same arguments used to build
the global EigenTrust vector T, we define the Badness

vector as:

negT = D⊤ ∗T

where D is the normalized negative opinion matrix whose
elements are negCik, k = 1, . . . , n,:

negCik =
min(sik, 0)

P

k
min(sik, 0)

. (1)

Each peer i has global Badness

negTi =

n
X

j=1

negCji ∗ Tj ,

which is obtained by propagating the negative opinion
values by the positive opinion matrix. Global badness is
therefore converging to a steady state since the Eigen-
Trust vector T does.

The Badness of peers in threat models A, B, Bα and
D is shown in Figure 1(a). Honest peers have Badness
greater than 0 since they supply corrupted files in 2%
of the cases. Spy peers of attack D always have Bad-
ness values equal to 0 because of the strong assumption
that they never provide corrupted files. Badness fails to

detect spy peers. For this reason we introduce a second
notion called Dishonesty.

5.2 Dishonesty
Dishonesty is meant to detect those peers that lie

in reporting their opinion on the service received from
other peers. These are either peers conferring trust to
malicious peers or peers conferring distrust to honest
peers. The spy peers of threat model D are an example
of peers that confer trust to malicious peers.

Let Pi be the set of peers that i has positively assessed.
The notion of Positive Dishonesty is defined as

Dishonesty
+

i =
X

j∈Pi

negTj .

Let Ni be the set of peers that have been negatively
assessed by peer i. The notion of Negative Dishonesty is
defined as

Dishonesty
−
i =

X

j∈Ni

Tj .

(a)

(b)

(c)

Figure 1: (a) Badness (b) Positive Dishonesty (c)

Negative Dishonesty

Positive Dishonesty is high for those peers that assess
positively peers with high Badness. Negative Dishon-
esty is high for those peers that assess negatively peers
with high EigenTrust. As shown in Figure 1(b) and
Figure 1(c), this measure is able to detect peers that are
cheating in all the attacks presented in [9].

6. INTEGRATION ALGORITHMS
In this section we present the integration of the met-

rics based on negative opinions into the reputation mech-
anism defined by EigenTrust. EigenTrust implements a
probabilistic choice to select the peer to transact with.
Let {T1, T2, ..., TR} be the global trust values of the peers

that answer a query. The probability sel
Eig
j that peer j

is selected is defined as follows:



sel
Eig
j =

(

90% ∗
Tj

P

R
i=1

Ti
if Tj > 0

10% ∗ 1

T0
j

if Tj = 0

where T 0
j is the number of peers with Tj = 0. Prob-

abilistic selection is meant to balance the load in the
network and to introduce redundancy in the selection
of peers. Negative opinion metrics should be used very
carefully and in combination with a global trust metric.
The reason is that good peers also have a non-zero value
of Badness and Dishonesty. A selection strategy based
only on negative opinion metrics not integrated with a
global trust metric might lead to a large number of false
positives.

6.1 Integration of Badness with EigenTrust
We first show how to combine EigenTrust with Bad-

ness in order to reduce the probability that a peer with
high Badness is selected as source for downloads. The
basic idea is to classify a peer as malicious if it has Bad-
ness value above the Average Badness AB = 1

R

P

i
negTi.

Peers apply the selection strategy on a set {T ′
1, T

′
2, ..., T

′
R}

of new global trust values

T
′

j =



hbad if badnessj − dbad ∗ Tj > cbad ∗ AB
Tj otherwise

with hbad ∈ {−1, 0} (a discussion between the two cases
follows later in the section), cbad ∈ [0, 1] and dbad ≥ 1.
The modified selection strategy is:

sel
Badness
j =

8

>

>

<

>

>

:

0% if T ′
j = −1

90% ∗
T ′

j
P

R
i=1

max{T ′

i
,0}

if T ′
j > 0

10% ∗ 1

T0
j

if T ′
j = 0

Parameter cbad controls the activation of the selection
process. The number of true positives critically depends
on the value chosen for cbad. The lower it is, the higher
is the number of true positives.Whenever we consider
peers with the same value of Badness, we also need to
penalize peers with low global trust more than peers
with high global trust. With this aim we classify peers
as malicious if the difference between the Badness value
and dbad times the global trust is higher than the Bad-
ness threshold. A suitable tuning of dbad is very effective
for reducing the number of false positives in the system,
especially when the number of malicious peers in the
system is small.

The value chosen for hbad affects the number of false
positives and the percentage of inauthentic downloads.
If hbad = 0, honest peers erroneously classified as ma-
licious still have 10% of probability to be choosen and
prove their goodness, but also malicious peers classified
as malicious have 10% of probability of uploading an in-
authentic file. The net result is a lower number of false
positives and a higher number of inauthentic downloads.
If hbad = −1 we ignore all peers marked as malicious,
i.e., T ′

j = −1, as source of download. The drawback
of this second alternative is that good peers erroneously
classified as malicious are prevented from uploading files.

This results in higher number of false positives but fewer
inauthentic downloads.

In both cases, this selection strategy results in a very
high number of false positives when only very few ma-
licious peers are in the system. A good indicator of the
percentage of malicious peers in the system is actually
given by the ratio between the AB and the average global

trust AGT = 1

R

P

i
Ti. In order to contrast this problem

we inactivate the selection strategy with Badness once
this ratio is below a value that we call rbad. The final
selection strategy is:

sel
Badness
j =



sel
Eig
j if AB

AGT
< rbad

selBadness
j if AB

AGT
>= rbad

We observe that the new global trust values T′ exist
only locally at each peer during the selection phase; they
don’t replace the global trust values T in the system, al-
though theyaffect the way the global trust is computed.

6.2 Integration of Dishonesty with Eigen-
Trust and Badness

In this paragraph we present the integration of Dis-
honesty with EigenTrust and Badness. The goal is to
reduce the probability that a peer with high Dishonesty
is selected as source for downloads. We present here a
first variant of the algorithm.

6.2.1 Integration with Exact Mean Global Dis-
honesty Value

In this case we use the average Dishonesty of all peers
in the network to set the threshold. Moreover, we in-
activate the use of the Dishonesty when the deviations
DEV +

dis and DEV −
dis are lower than some specific value

d+ and d−, respectively, in order to avoid a large number
of false positives.

T
′′
+

j =

8

>

<

>

:

−1 if Dishonesty+

j > c+
dis

∗ AD+ and

DEV +

dis
≥ d+

T
′

j otherwise

T
′′−
j =

8

>

<

>

:

−1 if Dishonesty−
j > c−

dis
∗ AD− and

DEV −
dis

≥ d−

T
′

j otherwise,

with c+

dis ≥ 1 increasing function of AD+

AGT
and c−dis ≥ 1

decreasing function of AD−

AGT
.

The selection strategy is

sel
Dishonesty
j =

8

>

>

>

>

>

>

>

>

<

>

>

>

>

>

>

>

>

:

selBadness
j if DEV +

dis
< d+

andDEV −
dis

< d−

0% if T
′′

j = −1

90% ∗
T

′′

j
P

R
i=1

max{T
′′

i
,0}

if T
′′

j > 0

10% ∗ 1

T0
j

if T
′′

j = 0

6.3 Clustering
In order to further improve the number of inauthentic

downloads and, at the same time, decrease the rate of



false positives, we also propose the use of negative opin-
ion metrics as features of an automatic clustering tool
able to discern between good and malicious peers. The
first approach consists in using three metrics (Badness,
Dishonesty+ and Dishonesty−) as coordinates of an
unsupervised classification algorithm that identifies the
clusters Cmalicious and Cgood. We adopt the well-known
and widely used K -means algorithm [8] that can also
be implemented in a decentralized fashion [5]. Once the
clusters are computed, modified global trust values are
defined as follows:

T
cl
j =



−1 if j ∈ Cmalicious

Tj if j ∈ Cgood

The cluster of malicious peers is easily separated from
the cluster of good peers since the corresponding cen-
troid holds the higher value of Dishonesty or Badness.
The candidate peers for the download are only chosen
within Cgood.The modified version of the Probabilistic
selection strategy is shown below:

sel
clustering
j =

8

>

>

>

>

>

<

>

>

>

>

>

:

selBadness
j without clusters

0% if T cl
j = −1 and clusters

90% ∗
Tcl

j
P

R
i=1

Tcl
i

if T cl
j > 0 and clusters

10% ∗
Tcl

j
P

R
i=1

Tcl
i

if T cl
j = 0 and clusters

The clustering algorithm is effective against threat mod-
els A, B, D and Bα, but its performances decrease with
the increase of the degree of camouflaging behind pos-
itive and negative judgments. In this case in fact the
average value of both types of Dishonesty decreases with
the increase of the degree of camouflaging in the system.
In the extreme case in which malicious peers always as-
sess positively good transactions, Positive Dishonesty is
only due to good peers, thus resulting in an incidental
rise of false positives. A similar argument also applies to
Negative Dishonesty. We therefore define the following
adaptive rules in order to activate the use of Positive
and Negative Dishonesty as clustering features:

Featureddis+ =

(

1 if
AD+

nospy

AGT
> h+

d

0 otherwise

and

Featureddis− =

(

1 if
AD−

nospy

AGT
> h−

d

0 otherwise

where AD+
nospy and AD−

nospy , respectively, denote the
average positive and negative Dishonesty computed with-
out the contribution of the spies as defined in attack
D, AGT the average global trust in the network,and
h+

d , h−
d are suitable constants. When we drop both Pos-

itive Dishonesty and Negative Dishonesty as features of
the clustering, the clustering itself is no longer effective.
In this case, we directly resort to the selection strategy
described in Section 6.1 that uses the only integration
of Badness with EigenTrust.

6.4 How to choose the integration algorithm
We have presented two methods to integrate the global

trust with negative opinions:

T C

hbad 0 hbad -1
dbad 5 dbad 5
cbad 0.5 cbad 0.5
rbad 0.5 rbad 0.5
d+ 0.05 h+

d 2
d− 0.05 h−

d 1.5

Table 1: Integration algorithms parameters used for

T and C
Malicious Good PreTrusted Malicious Spy

5% 100 5 6 1
10% 100 5 12 2
25% 100 5 35 4
50% 100 5 105 12
70% 100 5 245 24

Table 2: Network configurations used in the simula-

tions

• Integration with Badness and Clustering;
• Integration with Exact Mean Global Dishonesty

Value
The two methods are characterized by a clear trade-off
between true positives and false positives. While the
method based on clustering is computationally more ex-
pensive, it is the one that guarantees the lowest num-
ber of false positives. The threshold-based methods for
integrating Dishonesty are more flexible thanks to the
possibility to set the thresholds.

7. THE SIMULATION PLATFORM
We briefly describe the simulation platform proposed

in [12] and adopted in [9] for evaluating the perfor-
mances of EigenTrust. The simulator [12] is based on a
P2P network model with peers sending and responding
queries for files, and files transferred between peers to
conclude a search query. Queries are broadcasted with
usual Gnutella-like hop-count horizon. Peers which re-
ceive a query forward it and check if they are able to
answer it. Peers are interconnected by a power-law net-
work to model the topology observed in real-world P2P
networks.

The content distribution model is defined by a proba-
bilistic interaction between peers. Peers are assumed to
be interested in a subset of the total available content
in the network, i.e., each peer initially picks a number
of content categories and shares files only in these cat-
egories. We also assume that files with different pop-
ularities exist within one content category. Popularity
is governed by a Zipf distribution. When the simula-
tor generates a query, it draws from a Zipf distribution
the category and rank (or degree of popularity) of the
file that will satisfy the query. Each peer that receives
the query checks if it supports the category and if it
shares the file. Files are distributed between peers at
the initialization with a probabilistic process based on
the content categories assigned to the peers and on the
popularity of the files. We use exactly the same setting
proposed in [12].



7.1 Simulation execution
The simulation proceeds in cycles. Each simulation

cycle is subdivided into a number of query cycles. In
each query cycle, a peer i may be actively issuing a

query, inactive, or even down and not responding to
queries passing by. Upon issuing a query, a peer waits
for incoming responses, selects a download source among
those nodes that responded, and starts downloading the
file. The latter two steps are repeated until the peer
has properly received a good copy of the file. Upon
the conclusion of each simulation cycle, the global trust
value computation is kicked off. Each experiment is run
several times and the results of all runs are averaged,
until there is convergence to a steady state. The initial
transient states of the simulation are excluded from the
results.

Figure 2: Global Trust Values of peers in Dos

8. EXPERIMENTAL RESULTS
The experimental evaluation has been done using the

simulation platform introduced in [12] and briefly de-
scribed in Section 7. We simulate the behavior of all
our algorithms over a network with 100 good peers and
5 pre-trusted peers. In all the possible scenarios we con-
sider, the good peers are assigned with a probability of
supplying corrupted files equal to 2%.

For all the threat models, we compare our algorithms:

• Integration with Badness and Clustering (C)

• Integration with Exact Mean Global Dishonesty
Value (T)

against EigenTrust (E). The evaluation is based on the
comparison of the percentage of inauthentic downloads.
For our algorithms we also consider the percentage of
True Positives and False Positives of malicious peers
(Colluding and Spy).

For each algorithm presented in Section 6, we run a
total number of 6 simulations of 50 cycles each. We

consider the average ratio between the number of inau-
thentic downloads and the total number of downloads,
the average percentage of true positives and false pos-
itives. The first 15 cycles of each run are considered
initial transient states and are excluded from the data.

We run different simulations varying the fraction of
malicious peers from 5% to 70% and using different com-
binations of α, β and γ. We consider only two values
for α, that is {0%, 20%}. As shown in [9], malicious
peers would not have any advantage considering val-
ues greater than 20%, which indeed are counterproduc-
tive for them. For all the models we let β, γ vary in
0%, 33%, 66%, 100%. We use the notation Xi,j,k to in-
dicate the attack X ∈ [A, B, D] with α = i, β = j and
γ = k.

Due to space constraints, we do not report on all the
cases we investigate. We just show the results for the
“worst cases”, i.e. for each attack X ∈ [A, B, D], we
plot the results for the combinations of features that are
more difficult to handle. In each plot, we use the follow-
ing metrics (reported on the vertical axes as evaluated
metrics):

• inauthentic downloads: visualized with continue
lines (blue for E, red for T and green for C)

• true positives: visualized with dotted lines (blue
for E, red for T and green for C)

• false positives: visualized with dashed lines (blue
for E, red for T and green for C)

We can observe the following:

• With respect to the inauthentic downloads rate, all
our methods always outperform EigenTrust with
the only exception of the attack A0,1.0,1.0 for a per-
centage of malicious peers equal to the 70% of the
global number of peers in the system.

• For threat models B and C, all the methods are
able to achieve nearly zero percentage of inauthen-
tic files downloads.

The performances are more sensitive to variations of
α rather than of β and γ. When α = 0, we observe, in
general, better performances in terms of true and false
positive rates (respectively close to 1.0 and 0.0). The at-
tacks A0.0,0.66,1.0 and A0.0,1.0,1.0, shown in Figure 3, are
the most difficult ones for our algorithms. Nevertheless,
even in these extreme cases, the inauthentic downloads
never exceed 10%. In the case of α = 0.2, we experiment
better performances in terms of inauthentic downloads
but worse true and false positive rates. We want to re-
mark that all the cases not shown in the Section ?? are
characterized by true and false positive rates close to the
ideal case.

It is interesting to observe how the integration of neg-
ative opinions with EigenTrust is, at some extent, less
effective on attack A, the one that should in principle
be the easiest to handle. The reason lies in the absence
of colluding malicious peers that report untruthful judg-
ments on the other peers in the coalition. Camouflaging



a)β = 1.0, γ = 0.66 b) β = 1.0, γ = 1.0

Figure 3: Threat attack A with α = 0.0.

a) β = 0.66, γ = 0.66 b) β = 0.66, γ = 1.0

c)β = 1.0, γ = 0.66 d) β = 1.0, γ = 1.0

Figure 4: Threat attack A with α = 0.2.

behind positive opinions conferred to good peers is in
this case a rather challenging attack given that malicious
peers are hard to detect since they do not positively asses
other malicious peers. Algorithms C and T definitely
outperform EigenTrust in terms of the percentage of in-
authentic files that are downloaded on attacks B and D
combined with different threat features. Dishonesty is
able to single out, after few cycles, all the peers that are
lying in assessing the other peers. Hence this method
can penalize in the attack D both the malicious peers
and the spies.

Positive and negative opinions are normalized during

the computations. This means that peers only have got
one unit of positive and negative opinions to distribute.
In the attacks examined so far, malicious peers spread
this unit uniformly over all good peers. A different type
of threat can be operated by malicious peers whenever
they concentrate their negative opinions on a subset of
good peers. This threat is known as Denial of Service
(DoS). If simple malicious peers organize this threat,
their attempt will be useless, since they have low global
trust value, that is, low credibility. We investigate what
would happen if spy peers with high credibility, organize
the DoS. Our simulations show that DoS is ineffective,



a) β = 0.66, γ = 0.66 b) β = 0.66, γ = 1.0

c) β = 1.0, γ = 0.66 d)β = 1.0, γ = 1.0

Figure 5: Threat attack B with α = 0.2.

even when a large number of spies act against a small
number of malicious. Figure 2 shows global trust values
of all the peers in a simulated network. The global trust
of good, malicious peers and the new type of spy, real-
izing the DoS attack, are respectively in black, yellow
and grey. As indicated, good peers under DoS (in the
left circle) are not prevented from reaching high global
trust values, even higher than the global trust of spies
acting the DoS (in the right circle).

9. CONCLUSIONS
In this work we propose more effective strategies for

reputation management in decentralized environments
based on the integration of the notion of transitive trust
defined by EigenTrust [9] with metrics that aggregate
the negative opinions expressed between peers. Simu-
lations prove that our approach is very effective and to
outperform EigenTrust on several sophisticated attacks
coming from coalitions of malicious peers. We also pro-
pose an approach based on the use of negative opinion
metrics as features of a clustering tool able to classify
peers into good and malicious peers with a high rate of
true positives and very few false positives.

Our approach consists of propagating negative opin-
ions through positive trust relationships between peers.
This is a methodological sound approach. It is unclear
how to adapt other recent proposals along this line to
our setting [7]. Reputation management has induced an
increase in the number of applications for recommenda-

tion systems, ranking users and content. The growth
of applications affected all kind of decentralized envi-
ronments. We believe that the methods presented in
this paper are suitable to provide novel solution con-
cepts for managing trust and reputation in on-line so-
cial networks and systems for collaborative ranking. An
interesting problem left open from this work is showing
a formal theoretical setting that our approach always
outperforms EigenTrust on all reasonable attacks from
coalitions of malicious peers.

10. REFERENCES
[1] http://ewwws.com/pr/przero.php. PR0 - Google’s

PageRank 0 Penalty.

[2] Z. Abrams, R. Mcgrew, and S. Plotkin. A
non-manipulable trust system based on eigentrust,
July 2005.

[3] R. Baeza-Yates, P. Boldi, and C. Castillo.
Generalizing PageRank: Damping functions for
link-based ranking algorithms. In Proc. of SIGIR,
Seattle, Washington, USA, August 2006. ACM
Press.

[4] L. Becchetti, C. Castillo, D. Donato, S. Leonardi,
and R. Baeza-Yates. Using rank propagation and
probabilistic counting for link-based spam
detection. In Proc. of WebKDD. ACM Press,
August 2006.

[5] Souptik D., Chris G., and Hillol K. K-means
clustering over a large, dynamic network. In Proc.



a) β = 0.66, γ = 0.66 b) β = 0.66, γ = 1.0

c) β = 1.0, γ = 0.66 d)β = 1.0, γ = 1.0

Figure 6: Threat attack D with α = 0.2.

of the Siam Conference on Data Mining, SDM,
2006.

[6] D. Donato, M. Paniccia, M. Selis, C. Castillo,
G. Cortese, and S. Leonardi. New metrics for
reputation management in p2p networks. In Proc.

of AIRWeb, volume 215, pages 73 – 80, 2007.

[7] R. Guha, R. Kumar, P. Raghavan, and
A. Tomkins. Propagation of trust and distrust. In
Proc. of WWW2004, 2004.

[8] J. A. Hartigan. Clustering Algorithms. John Wiley
& Sons, Inc., New York, NY, USA, 1975.

[9] S. D. Kamvar, M. T. Schlosser, and
H. Garcia-Molina. The eigentrust algorithm for
reputation management in p2p networks. In In

Proc. of WWW ’03, pages 640–651. ACM Press,
2003.

[10] S. Marti and H. Garcia-Molina. Taxonomy of
trust: Categorizing p2p reputation systems.
Computer Networks, 50(4):472–484, March 2006.

[11] Xavier J. Parreira, D. Donato, S. Michel, and
S. Weikum. Efficient and decentralized pagerank
approximation in a peer-to-peer web search
network. In 32 nd International Conference on

Very Large Data Bases.

[12] M. Schlosser and S. Kamvar. Simulating a p2p
file-sharing network, 2003.

[13] Kevin Walsh and Emin G. Sirer. Experience with
an object reputation system for peer-to-peer

filesharing. In NSDI’06: Proceedings of the 3rd

conference on 3rd Symposium on Networked

Systems Design & Implementation, pages 1–1,
Berkeley, CA, USA, 2006. USENIX Association.

[14] L. Xiong and L. Liu. Peertrust: Supporting
reputation-based trust for peer-to-peer electronic
communities. IEEE Transaction On Knowledge

and Data Engineering, 16(7):843–857, July 2004.

[15] H. Yu, M. Kaminsky, P. B. Gibbons, and
A. Flaxman. Sybilguard: defending against sybil
attacks via social networks. In Proc. of the

Conference on Applications, technologies,

architectures, and protocols for computer

communications, pages 267–278. ACM Press, 2006.


	Introduction
	Related work
	Preliminaries
	Threat Models
	Negative Opinion Metrics
	Badness
	Dishonesty

	Integration Algorithms
	Integration of Badness with EigenTrust
	Integration of Dishonesty with EigenTrust and Badness
	Integration with Exact Mean Global Dishonesty Value

	Clustering
	How to choose the integration algorithm

	The simulation platform
	Simulation execution

	Experimental results
	Conclusions
	References

